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Abstract—Currently most Quantum Key Distribution (QKD)
experiments are focusing on efficient long-distance implemen-
tations. Yet the recent development of miniaturized photonic
modules and integrated quantum optics circuits could open new
perspectives toward secure short-distance communication for
daily-life applications. Here we present the design of a new inte-
grated optics architecture with an effective size of 25 x 2 x 1 mm.
Our objective is to obtain an ultra-flat micro-optics QKD add-
on suitable for integration into handheld platforms such as
smartphones. In this context, we evaluated the suitability of
various optical subsystems. We tested an array of four Vertical
Cavity Surface Emitting Lasers (VCSEL) with highly similar
emission properties capable of producing subnanosecond near-
infrared pulses at 100 MHz repetition rate. As short pulses exhibit
a low polarization degree, their polarization can be externally
controlled by a micro-polarizer array. The fabrication of such
elements is quite straightforward using standard lithographic
techniques and extinction ratios up to 29 dB have been measured.
To guarantee spatial indistinguishability of the qubits, we investi-
gate the option of using low-birefringence, single-mode waveguide
array manufactured via femtosecond laser micromachining.

Index Terms—Cryptographic protocols, Quantum Key Distri-
bution, Optical transmitters, Photonic integrated circuits, Three-
dimensional integrated circuits, Vertical cavity surface emitting
lasers, Microoptics

I. INTRODUCTION

A cryptographic system is known to be only as secure
as its key. The security of conventional key generation
protocols such as RSA [1] fully relies on the computational
complexity to solve some mathematical problems, and as such
is seriously threatened by the recent progress towards quantum
computers. First introduced thirty years ago, Quantum Key
Distribution (QKD) [2], [3] offers an interesting alternative to
create and distribute a random key among two parties sharing
an initial secret. The laws of quantum physics guarantee
security by allowing, for the first time in the history of
cryptography, the detection of any leakage of information to an
eavesdropper. Commercial stand-alone systems have recently
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become available, but a progressive transition from classical to
quantum communication will require new stable and scalable
systems proven to be compatible with standard technologies.
Although most efforts are still concentrated on long distance
schemes [4], [5], there is an increasing need for an easy-to-
operate, portable unit protecting secure daily life authentica-
tion processes for e.g. banking transactions or towards an up-
stream quantum access network [6]. In this regard, integrated
photonics platforms could enable secure communication with
handheld devices such as smartphones. After some initial
progress towards this goal [7]-[9], further miniaturization of
the components as well as higher key generation rates have
to be achieved in order to make pocket-size QKD modules an
attractive add-on to conventional wireless methods.

Here we present a new design for a system where one of
the users (Alice) owns a mobile QKD-unit which allows her to
perform secure free-space communication with, e.g., an ATM
or Point-to-Sale machine equipped with the QKD receiver
(Bob). A secure key could be generated on demand and
either directly used for transactions or stored for future online
authentication. Section II introduces the requirements on such
a device and compares the performances of diverse architec-
tures. The following sections III-V characterize components
for the generation of sub-nanosecond, polarized light pulses
and for the spatial overlapping in a waveguide chip. Section
VI summarizes the work and discusses possible improvements.

II. DESIGN RULES

Several compact QKD sender units have been presented
in the past years, demonstrating either high repetition rate
or partially miniaturized packaging solutions, but rarely
both simultaneously. Our ambition is to achieve a robust
and rather flat optical configuration with a few square
millimeter footprint in order to fit into, e.g., a smartphone
case. The module should run at 100 MHz repetition rate to
ensure fast communication and should be driven by simple
electronics to enable easy integration into the host’s hardware.

While the initial proposal [2] was based on polarization
encoding onto single-photons to prevent an eavesdropper to
gain knowledge about the key, it has been later demonstrated
that theoretical security can be guaranteed even with weak
coherent pulses by implementing the decoy state protocol [10].
Attenuated laser pulses are therefore considered appropriate
for this project.

The first requirement on the laser is its capability to
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produce pulses that are indistinguishable in the spectral,
spatial and time domain. Working with only one source and
actively rotating the polarization of each pulse is therefore the
most natural strategy in this regard. High modulation speed
can be reached with Electro-Optic Modulators (EOM) [11],
however usually at the expense of the achievable Quantum
Bit Error Rate (QBER) and device dimensions.

Our approach thus consists in using four different attenuated
laser sources, each associated with a certain polarization
direction. In a previous experiment [12], a small Alice module
was implemented with highly polarized edge-emitting diodes
in TO cans, overlapped into the quantum channel using a
conical mirror. To enhance the scalability, the TO package
could simply be removed such that only the bare laser die
remains. Unfortunately the generation of the four polarization
states {H,V, 445, —45} would imply a cumbersome rotation
and alignment of the individual diodes. Coupling the light
into single-mode waveguides for spatial filtering is also rather
inefficient due to the elliptical profile of the modes.

Top emitting sources however, ease the vertical integration
with other components and are clearly more suitable for
this application. Among them light-emitting diodes (LED)
have been considered good candidates for low cost systems
[8], [13]. Yet their modulation frequency is limited by the
spontaneous emission rate, usually in the nanosecond range,
justifying their use for 10 MHz operation but indicating a
strong weakness toward upgrading to 100 MHz repetition
rate. Vertical Cavity Surface Emitting Lasers (VCSEL),
on the other hand, fulfill all the requirements for potential
integration into a QKD-system. Their small cavity ensures a
single longitudinal mode and hence high coherence length.
Neighbouring VCSELs on a single wafer are likely to have
uniform emission properties due to highly similar growth
conditions, and their standard 250 pm pitch is compatible with
other micro-optics elements. Moreover, current technologies
reach 40 Gb.s~! modulation speed, and the Laguerre-Gaussian
intensity profile guarantees efficient coupling into fibers or
waveguides for spatial filtering, suggesting VCSELs as
valuable tool.

Nevertheless, an external adjustment of the polarization is
necessary to generate the qubits, since all VCSELs within an
array exhibit a common optical response. As aforementioned,
we concentrate on passive devices, capable of controlling
individual diodes, such as an array of micro-polarizers
with 250 um pitch. The strategy consisting in assembling
different polarizer sheets results in relatively low orientation
accuracy, and can hardly be extended to the sub-millimeter
scale. Here we take advantage of nanotechnology fabrication
techniques such as Electron-Beam Lithography (EBL) or
Focused Ion Beam (FIB) milling to directly produce an array
of components preparing the right quantum states. A relevant
option is provided by wire-grid polarizers [14], [15]. These
sub-wavelength metal gratings act as perfect reflectors for s-
polarization (i.e. parallel to the stripes) whereas extraordinary
transmission occurs for p-polarization due to Surface Plasmon
Polariton (SPP) excitation and Fabry-Perot cavity effects at
the slit ends [16]. As the filtered polarization is completely

VCSELs Microlenses  Polarizers ~Waveguide GRIN lens
array
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Fig. 1. Overview of the proposed integrated Alice architecture: the 4
VCSELs coupled to micro-polarizers generate the polarization qubits, which
are then combined in single-mode waveguides written in borosilicate glass.
The effective size is 25x2x 1 mm.

reflected, special attention needs to be devoted to avoiding
scattering at the interfaces between the optical components
or retro-injection into the laser diode.

Additionally, spatial filtering methods should also be
investigated. In view of compactness as well as mechanical
and thermal stability we focus on single-mode, low
birefringence waveguide arrays rather than optical fibers.
Lithographically fabricated Photonic Integrated Circuits
(PIC) benefit from the mature industrial development of
the semiconductor technology, reaching high integration
density and low propagation losses. Whereas they have been
used to demonstrate the first on-chip qubit manipulations
[17], [18], they do not sustain polarization encoding due
to waveguide birefringence and their layout is restricted to
planar configurations. These limitations can be overcome by
the femtosecond laser writing technique [19], [20], which has
recently emerged as a fast, single-step alternative fabrication
method allowing three-dimensional photonic architectures
[21], [22].

The resulting arrangement of our prototype is shown in Fig-
ure 1. An array of four VCSELSs emit synchronized picosecond
optical pulses at 100 MHz repetition rate. The polarization
state of each diode is controlled by an external array of four
wire-grid micro-polarizers fabricated by FIB milling. The four
polarized beams are coupled into a waveguide chip and com-
bined to one main output via three polarization independent
directional couplers.

III. GENERATION OF FAINT UNPOLARIZED LASER PULSES

The first component under evaluation is a commercial
multi-mode VCSEL array from VI Systems emitting light
around 858 nm and engineered for 28 Gb.s~! operation [23].
Single-mode VCSELs would be preferable but arrays are
unfortunately not on the market yet. For the characterization,
the chips are glued and wire-bonded onto a small thermally
stabilized PCB. Each diode is independently driven either in
continuous or in pulsed mode, at 100 MHz repetition rate. In
each of the four channels, electrical pulses are generated with
standard logic gates and synchronized using delay lines with
10 ps resolution. A FPGA allows for fast switching between
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the diodes following either a fixed or a random pattern. The
bias (DC) and modulation (AC) currents of each VCSEL
are regulated by a driver chip and all the parameters can be
changed on the fly via a USB connection.

The VCSELs were first characterized in the CW regime.
They were collimated with an aspheric lens (f = 4mm)
and the emitted light power was recorded as a function of
the injected current (L-I curve) with a powermeter (Thor-
labs, PM100). The threshold current was found to be around
0.95mA, with 3 % uniformity across the array.

The polarization properties were analyzed using a quarter-
wave plate and a polarizer. The Degree of Polarization (DOP)
as well as the polarization state could then be reconstructed
from the Stokes vector measurements.

The polarization features of VCSELs are generally hard to
predict. Even though the gain medium is isotropic and the
aperture is circular, experience showed that only two linear
modes polarized along orthogonal directions ([110] and [110]
in GaAs) can lase. This symmetry breaking seems to be
mainly associated with intrinsic strain birefringence in the
layers as well as electro-optical effects during operation [24].
In our case, the diodes are mostly polarized along H with a
DOP around 90 % in CW mode, and no polarization switching
was observed over the whole current range (0-16 mA).

For pulsed mode a strong modulation I, is superimposed
on a constant bias current I, which should be maintained
well below the threshold to obtain high signal to noise ratio.
A trade-off has to be found for the DC part to ensure both
low spontaneous emission rate (low values) and fast switching
times guaranteed by a certain level of carrier density in the
active layer (high values). Although the polarization behavior
is not well documented in this regime, it has been observed
that a steady state is not reached instantaneously after turn-
on. The evolution of the DOP with the pulse length was hence
characterized, and the values of both currents were optimized
to obtain the highest on/off contrast as well as a polarization-
independent pulse shape. The optical pulses could be directly
visualized using a 9 GHz amplified GaAs photodiode con-
nected to a 20 GHz sampling oscilloscope (Agilent). A Single-
photon Avalanche PhotoDiode (SAPD) with 30ps jitter also
enabled to retrieve the pulse shape from the time-difference
histogram between the APD pulses and the 100 MHz trigger
of the electronic board.

As a starting point we chose an electrical pulse length of
I ns. As depicted in Figure 2a, the emission is still mostly
polarized along H within the optical pulse, and the DOP is
close to 90%, as in CW operation. The carrier relaxation
phenomenon is clearly visible, and the results suggest that
a different polarization behavior arises during the first oscil-
lation. By decreasing the pulse length down to this region,
the DOP could be reduced down to 34 % for I, = 0.95mA,
I, = 15mA. The final configuration, where each chip is
associated with a certain polarization, was reproduced by
measuring each diode independently with a fixed polarizer
along the path. As the emission along H was still twice as
large as along V, a tuning of each diode was necessary to match
the intensities after the polarizers with different orientations.
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Fig. 2. Characterization of the optical pulses emitted by the VCSEL array.
a) Polarization-resolved temporal profile of a long pulse. A steady-state is
reached after 0.5 ns, whereas the first part of the pulse exhibits a low DOP.
b) Tuning of the electrical pulses allows for synchronization between the four
channels, as well as an identical temporal shape even after different polarizers.
Here the chips 1,2,3,4 are measured along {H,V,+45, —45}, respectively.
¢) FTIR spectrum of the four optimized subnanosecond pulses presented in
b). The transverse modes are clearly visible.

The parameters of the driving electronics could be adjusted
to obtain perfect intensity and temporal overlap for the four
channels (Fig. 2b). In this configuration, the calculated mean
photon number per pulse was x = 3.10°. As an attenuation of
108 was used for the measurement, a Poissonian distribution
of the detected photons at the output of the sender is expected.
In the final device, p will be set according to the protocol first
in a coarse way using neutral density filters and then in a finer
way by tuning the modulation current.

The on/off ratio measured with the raw countrate was
around 20dB for all the VCSELs, but could be clearly
increased by reducing the size of the detection window
(e.g. 30dB for a 400ps long gating). The spectral proper-
ties of the pulses were measured with a FTIR spectrome-
ter (Vertex 70, Brucker). The thermal shift was estimated
at AN = 0.06nm.K~!. and a comparison of the chips is
presented in Figure 2c. Evidently, the spectral separation of
the fundamental modes of the chips ((A\)mqz &~ 0.8 nm) has
to be compensated in a future version either by thermal tuning
of individual diodes or by using MEMS tunable VCSELSs [25].

IV. POLARIZATION STATE CONTROL

To generate the qubits, the optical pulses emanating
from each VCSEL have to be passively polarized. We
chose to fabricate a wire-grid polarizer array by engraving
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Fig. 3. Array of four 120 x 120 um wire-grid polarizers with 250 um pitch
fabricated by Focused Ion Beam milling. Inset: Cross-section of the gold
stripes.

sub-wavelength gratings into a gold layer via FIB milling.
This manufacturing method results in high relative orientation
accuracy, compared to assembling different polarizer sheets
or rotating polarized laser diodes, as seen in other compact
units. The challenge consists in obtaining metal stripes with
a rectangular and smooth cross-section, due to a severe
dependence of the stripe profile with the polarizing efficiency,
and in achieving high reproducibility of the ion beam
focusing.

The geometrical parameters of the gratings were optimized
with Finite-Difference Time-Domain (FDTD) simulations
[26]. The extinction ratio reaches a maximum for an optimal
thickness, due to a resonant excitation of the Fabry-Perot
cavity formed at the slit ends, whereas thinner slits always
result in higher polarization filtering, but lower transmission.
Both parameters can be jointly optimized [27], but the
minimum achievable slit width is limited by current nano-
patterning techniques through thick films (a few hundreds of
nanometers). A good compromise is achieved with a 265 nm
thick gold layer, 150 nm wide slits and a 500 nm period. Since
the polarization splitting mechanism is based on reflection,
optical simulations (ZEMAX) were also conducted to evaluate
the retro-injection probability of this reflected beam into the
diodes. VCSELs are in fact known to be sensitive to optical
injection, which can lead to strong modulation of the emitted
pulse in the intensity as well as in the polarization degree
of freedom. As a back-coupling efficiency close to 0.4 %
was predicted for our arrangement, a thin neutral density
filter (OD = 1) is intended to be placed in the final module
between the micro-lenses and the gold surface to limit this
effect as far as possible.

A 120 x 120 um wire-grid polarizer array with 250 um pitch
was fabricated on top of a thin glass substrate and Scanning-
Electron Microscope (SEM) pictures of the polarizer matrix
are presented in Figure 3. Extinction ratios of up to 29dB
could be measured (Table 1), although the fabrication of four
equally performing polarizers remains difficult. As predicted
by the simulations, all polarizers feature a transmission close
to 9% and a reflection around 20 % for the p-polarization.

TABLE I
PERFORMANCES OF THE MICRO-POLARIZER ARRAY

Polarizer 1(H) 2H45) 3(—45) 4(V)
Extinction Ratio 1:380 1:650 1:720 1:850
QBER (%) 0.26 0.15 0.14 0.12

V. ENSURING SPATIAL OVERLAP OF THE QUBITS

Finally, the initial spatial distinguishability of the pulses
has to be addressed. For polarization encoding femtosecond
laser micromachining promises the best performance, as
it allows to realize 3D low-birefringence waveguide-based
optical circuits in a fast and direct manner. The device under
test was therefore fabricated using this technique. Here a train
of ultrashort (=~ 400 fs) laser pulses at A = 1040 nm, produced
by a regeneratively amplified Yb-based laser (High-Qlaser
FEMTORegen), at the repetition rate of 960kHz and with
an energy of 280nJ/pulse was focused into an alumino-
boro-silicate glass substrate (EAGLE2000, from Corning
Inc.) by means of a microscope objective (NA = 0.6,
50x magnification). Single mode optical waveguides for
light at 850nm, with relatively small propagation loss
(% 0.5dB.cm™!) could be fabricated by translating the
substrate at the constant speed of 43 mm.s~!.

The waveguides manufactured using this technique exhibit a
slight degree of birefringence (An = 7.10~°), with the optical
axes defined by the fabricating laser beam direction (usually
vertical). This causes some dependence of the propagation of
light on its polarization state. In particular, the dimensions of
the transverse mode profile, measured by near field imaging at
the waveguide output facet, were found to be 4 x 4.7 um? for
horizontally polarized light and 3.8 x 4.8 um? for vertically
polarized light. The overlap between the measured mode
profiles is as high as 99 %.

The structure of the spatial mode mixer circuit is depicted
in Figure 4a. It is composed of three identical 50:50
directional couplers, enabling the photons injected in each
of the four input ports (250 um pitch) to have the same
probability to come out from the main output of the device.
In order to minimize the polarization dependence of the
circuit, a special 3D geometry was employed in the design
of the directional couplers [28], in which the evanescent
interaction in the waveguides’ coupling region takes place
with a certain angle 6 out of the circuit plane. The radius of
curvature R of the bent parts was carefully chosen in order to
minimize the polarization dependence of the bending losses
(which increase for smaller values of R) while guaranteeing
a minimum footprint of the device. The optimum value of
R = 45 mm, adopted for the circuit fabrication, yields losses
of 0.31dB.cm™! for V and 0.33dB.cm™! for H. Choosing
the interaction length L = 450 um , the waveguide coupling
distance d=T7um and the angle § = 589, it was possible
to obtain 50:50 directional couplers with a polarization
dependence of the splitting ratio below 1 %. Figure 4 shows
how the three secondary output arms of the device are bent
away from the main one, in order to reduce as much as
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Fig. 4. Three-dimensional waveguide architecture to combine the four beams
into one main output (red curve). The three other outputs are deflected both
vertically and horizontally. a),c),d) Top, main and side view of the circuit. b)
Imaging of the output facet of the circuit when the four VCSELs are coupled
into the four waveguides via micro-lenses.

possible the noise contribution in the photon transmission.

To verify the polarization transformation of the states after
the propagation through the circuit, a full process tomography
measurement was performed, from which the Miiller matri-
ces describing the action of the four device channels were
retrieved. This analysis highlighted that a small rotation of
the polarization takes place in the circuit, even for linear
input states aligned with the waveguides birefringence axes.
Figure 5 compares the tomography performed at the output
of a straight waveguide (red column) and at the main circuit
output (each color corresponds to a different input port), when
horizontally polarized light is used as the input state. The
H polarization state is not affected by propagating through
the straight waveguide, while it gets rotated when propagating
through the circuit. This effect could be explained by a local
alteration of the birefringence direction caused by the high
proximity of the waveguides in the coupling regions, at a
certain angle. In fact, as demonstrated recently [29], the stress
field that surrounds a waveguide can strongly influence the
birefringence of the neighboring ones and possibly causes
a rotation of the optical axis, depending on their relative
position. In order to compensate for this effect, we used
the measured Miiller matrices to numerically compute the
optimum linear input states that produce the minimum possible
QBER (projection onto the eigenbasis) while maintaining pair-
wise orthogonal output states, after an additional external
phase compensation either on Alice or on Bob side. This
effect was taken into account beforehand in the fabrication of
the micro-polarizers, which produce these optimal states. The
optimization results shown in Figure 6 also take into account
a phase compensation of ~ 7/6rad. QBERs smaller than
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Fig. 5. Projection measurements of the output state when H-polarized light
is injected into each of the four inputs of the photonic circuit. The behavior
of a straight waveguide is shown for comparison (red)

TABLE I
OPTIMUM LINEAR INPUT STATES CALCULATED BY INVERTING THE
MULLER MATRIX OF EACH INPUT PORT

Input port 1 2 3 4
Input State —095° —4386° 3994° 86.76°
Output state H + 45’ —45 \'%4
QBER =0.071% 0.13% 0.14 %
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Fig. 6. Reconstructed tomography of these optimal output states, i.e. when
{H',+45",—45',V'} are launched into the inputs {1, 2, 3,4} respectively.

0.15% can be achieved, proving the correction for residual
birefringence in the waveguides possible.

The remaining imperfections in the output states may result
in an imbalanced choice in the basis or in the bit value. This
effect can be reduced by fine tuning the pulse intensities and
hence the probability of each outcome. Additionally, a loss
[30] or a basis symmetrization protocol [31], [32] could be
implemented. Alternatively, a device quality ¢ [33] of the
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ensemble of generated states

(lwlwaf)]

can be defined. The value ¢ = 1 is obtained for perfectly
conjugated bases ¥, and .. If ¢ = 0, two states of the
different bases perfectly overlap, and Eve can perform an
intercept-resend attack where she always measures along this
direction. This allows her to gain full information about the
key while remaining completely invisible. In our case, the
optimal states presented in Table II yield ¢ = 0.92. Using
the security analysis given in [33], this device quality leads to
a reduction of the secret key rate of 8 %.

qg= —lo max
9 wa,w

VI. CONCLUSION

We showed that 100 ps faint laser pulses can be generated
at 100 MHz repetition rate by an array of four VCSELs. The
electrical pulses can be tuned independently for each channel
to achieve short optical pulses with an excellent time overlap
and exhibiting a low degree of polarization. A pulse length of
around 100 ps could be achieved, leading to a signal-to-noise
ratio of 30dB for a 400 ps long detection window. To close
the side-channel related to the distinguishability in the spectral
domain, the multi-mode VCSELs will be replaced in a future
version by their single-mode counterpart, and an individual
compensation of the thermal shift via (electro)-thermal tuning
of the diodes will be required.

We also demonstrated that the polarization states can
be externally generated by an array of four wire-grid
micro-polarizers fabricated by Focused Ion Beam milling.
Finally, the spatial overlap of the four polarization qubits
can be guaranteed by coupling the beams into a waveguide
chip and combining them into one main output via three
directional couplers. Although the design was engineered to
obtain a polarization independent behavior, a slight additional
birefringence was observed but could be compensated by
rotating the input states in order to ensure low QBERs as
well as orthogonality of the resulting bases. This effect could
be reduced in the next prototype by carefully optimizing
the distance between the arms of the directional couplers,
eliminating the need to produce a specific polarizers array for
each waveguide chip.

As confirmed in a test assembly, the micro-optics
components can be precisely aligned using micro-positioners
and NIR-cameras. The final micro-optics device can be as
small as 25 x 2 x I mm. The driving electronics is made
of standard off-the-shelf components and could be easily
monolithically integrated into handheld hardware. Whereas
more investigation of the complete module is needed, the
evaluated micro-optics components form a promising basis
for short-range, free-space QKD applications.
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