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Abstract

Silicon avalanchephotodiodesarethemostsensitive photodetectorsin thevisible
to nearinfraredregion. However, whenthey areusedfor singlephotondetectionin a
Geigermode,they areknown to emit light onthecontrolledbreakdown usedto detecta
photoelectron.This fluorescencelight mighthave seriousimpactson experimentalap-
plicationslikequantumcryptographyor single-particlespectroscopy. Wecharacterized
thefluorescencebehaviour of siliconavalanchephotodiodesin theexperimentallysim-
ple passive quenchingconfigurationanddiscussimplicationsfor their usein quantum
cryptographysystems.

1 Introduction

For a long time, silicon avalanchephotodiodes(APD) have beenusedfor singlephoton
detectionin thenear-infraredregion[1, 2] becauseof theirhighquantumefficiency andlow
darkcountrate. Thesepropertiesareparticularlyimportantfor quantumcryptography[3,
4, 5, 6], wherea hugeyield of securebitsanda low signal/noiseratio is crucial.

To obtainasinglephotoncountingbehaviour, theavalanchediodeis operatedin anall-
or-nothingcountingmodesimilar to theway Geigerdetectorsareusedin nuclearphysics
for particlecounting. In this so-calledGeigermode,the diodeis reverselybiasedabove
thebreakdown voltagesuchthata singlephotoelectroncangeneratea self-sustainingdis-
charge. Thedischargecurrentis usedasanindicatorfor thegenerationof a photoelectron
andthusof an absorbedphoton. Thereby, a timing accuracy betterthen60 ps hasbeen
achieved[7].

It hasbeenobservedpreviously that the avalancheof charge carriersis accompanied
by photonemission[8]. Although this light emissionis not very strong,in several single
photoncountingapplicationsit may have seriousimpactson the experiment. In quan-
tum cryptography, for example,sucha light emissionmight enablean externalobserver
to gain information of a photo detectionevent on the receiver side, openinga possible
eavesdroppingbackdoor to anotherwisesecurecommunicationchannel.Anotherexper-
imentalsituationin which this photoemissionhasto beconsideredarephotoncorrelation
measurements,asthey areperformedin singleatomor moleculespectroscopy. In a typi-
calHanburry-Brown–Twissconfiguration,two photodetectorsarelookingontoafaint light
source,andonehasto ensurethat light emittedin thebreakdown flashof onephotodiode
is not causingartificial photoeventsin thesecondphotodetectordueto residualcrosstalk
betweenthe two photodetectors[9, 10, 11]. It is thereforeimportantto know the photoe-
missioncharacteristicsof thatbreakdown photoemissionto avoid crosstalkwith the light
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Figure1: Operationof the APD in passive quenchingmode. The diode(with a junction
capacity

���
anda parasiticcapacity

�
	
) is reversebiasedvia a high impedancequenching

network �� above thebreakdown voltage.At diodebreakdown, theparasiticcapacity
�
	

dischargesthroughthe load resistance��� , causinga voltagepeakindicatingthe break-
down.

to be detected.In this paper, we describeour investigationof the temporalandspectral
distributionaswell astheabsoluteamountof light emittedduringa detectionevent.

2 Photodiode operation

A photodetectionprocessis initiatedbyaphotoelectroncreatedafterabsorptionof aphoton
in a reverse-biased��� -junction. This electronis acceleratedinto a highly dopedregion
whereanavalancheof chargecarriersis triggered.In singlephotoncountingmode,thebias
voltageexceedsthebreakdown voltageof thediode,meaningthatonceanavalanchehas
beentriggered,it is self-sustainingaslong astheexternalvoltageexceedsthebreakdown
threshold.To avoid thethermaldamageof thediodeandto bring it backinto a stateready
for a subsequentphotoelectrondetection,theavalanchehasto bequenched.This is done
by loweringthereversebiasvoltageacrossthediodefor a certaintime. After allowing all
chargecarriersto recombineandthusbringing the diodeinto an insulatingstateagain,a
full photodetectioncycle is finishedandthediodeis readyfor thenext event.

The usualconfigurationsfor that procedureare referredto passive andactive quen-
ching[12]. In passivequenching,thediodeis reverse-biasedvia alow-currentnetwork (e.g.
a largeresistor�� ) suchthat thedischargecurrenttriggeredby a photoelectronavalanche
causesa voltagedrop,reducingthevoltageacrossthediodebelow thebreakdown voltage
(seefigure1). Then,thejunctioncapacity

�
�
hasto berechargedagainto thefull reverse

biasvoltage. With usualpassive quenchingconfigurations,a recharge time on the order
of a microsecondis achieved. To obtaina fasterrechargeandtherebya shorterdeadtime,
active quenchingtechniqueshave to be used[7]. Yet, the discharge currentand thus the
breakdown flashshouldnot dependon thequenchingconfiguration.

In ourexperiments,weusedanAPD with anintegratedtwo stagethermoelectriccooler,
typeC30902-SDTCfrom Perkin-Elmer. Thediodeshave a circularactive areaof 0.5 mm
diameter, andareaccessiblethrougha transparentwindow. They aremountedin modules
togetherwith a high voltagesupply, a discriminatorto generatestandardNIM pulsesand
a temperaturecontroller for the peltier element[13]. We usea currentlimiting network
insteadof a quenchingresistor, a measurementresistorof ������������� anda reverse
biasvoltageof �����  "!#�%$&�(' V at a temperatureof )#$�'+* C, which is approximately20 V
abovethebreakdown of theAPD. Accordingto themanufacturer, thediodesaresupposed
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Figure2: (a)Dischargecurrent,.-0/21�3 of theavalanchephotodiodeduringabreakdowncy-
cle. (b) Histogramof coincidenceeventsof bothphotodetectors.Theleft peakcorresponds
to photonsemittedby diode1 seenby diode2. Bothpeakshaveanexponentialdecaywith
a time constantof 2.9 ns. Theasymmetryis dueto thedifferentmagnificationof thetwo
diodeslooking at eachother. Theshapeof eachpeakresemblesvery muchthedischarge
currentbehaviour.

to show a singlephotondetectionefficiency of up to 4�4 % at a wavelengthof 800nm[14],
dependingonoperatingconditions.

Thedischargecurrent, - /2563 wemeasuredundertheseconditionsis shown in figure2a.
It reflectsanexponentialdecay, convolutedwith a Gaussiandistribution. Fromthis mea-
surement,weobtaina total chargeof

7 -98 : 1;-+/<563&=�5
8?>A@BDC
releasedduringa diodebreakdown. Fromthatvalue,wededucea parasiticcapacityE
F of

E F 8 7 -HGAIKJHLM8ONQPRISBUT V
assumingthatduringbreakdown, mostof thecurrentthrough WX is suppliedby E F , and
not by thebiasingnetwork.

3 Absolute photoemission rate

To determinethe amountof light emittedduring a breakdown cycle, we usedan optical
arrangementsketchedin figure3. Theactive areaof anAPD module Y[Z is imagedwith a
lens \]8^4KJ mm ontoa secondAPD, Y`_ , with a demagnificationof 2 (correspondingto
distancesof ab8dce4KJ mm and fg8^hA4 mm, respectively). This ensuredthat light emitted
from all partsof the active areaof diode Y Z could reachthe active areaof Yi_ even for
imperfectalignment.To definethesolid angleof light collectedfrom diode Y Z , we used
anaperturej with adiameterof 3 mm (and5 mmin asecondexperiment)ata distanceof=k8lc(IKN mm from thediode.Thecorrespondingsolid anglesare mSn8O@UP >oh�p�c�JQq�r sr andmSs#8tcAP N�p�c�JQq n sr, respectively.

The NIM pulseswere sentboth to PC-cardbasedcounters,and for timing analysis
to a digital oscilloscope(LeCroy LC574A). Using a pair trigger featuretogetherwith an
auxiliarydelayline of 63 ns,wecollectedcoincidenceeventsof thetwo detectorsandhis-
togrammedtheir timedifferences5uZwv[5 _ in aninterval of -40nsto +60nswith aresolution
of a few 100ps.

To measureonly thelight emittedby thediode Y[Z , we loweredtheambientlight such
that Y Z registereda countrateof x Z 8%IK>ANA@ cps. This is only moderatelylarger thanthe
darkcountrate(approximately500cps)andensuresthatscatteringof externallight to the
seconddiode Y`_ is minimal. With theopticalpathopento theseconddiodeandanaperture
diameterof 3 mm, we observe a countratefrom diode Y`_ of x(_g8yhKNQc cps. Finally, only
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Figure3: Setupto determinetheintegralfluorescencelight. Theactiveareaof photodiodez[{
underinvestigationis imagedthrougha lens | ontoa secondphotodiode

z`}
, with an

aperture~ definingthesolidangleseenof diode
z {

. Both diodesareoperatingin passive
quenchingGeigermode.Their breakdown currentis amplified,discriminatedandsentto
countersandanoscilloscopeto investigatecoincidentevents(Thesignalof

z {
is delayed

by 63 ns).

paireventsareselectedwhichensuresthatonly thepropertiesof thebreakdown flashwere
analysed.

A histogramof timedifferencesfor doublephotoeventsis shown in figure2b. Onecan
clearlyrecognizetwo peaks,the left one( � {S� � }`���A� ns)correspondingto photoevents
registeredin detector

z }
aftera dischargeof detector

z {
, andtheright onecorresponding

to thereverseprocess.Theasymmetryin theamplitudesof thetwo peakscanbeexplained
by the asymmetryin the imagingoptics,asthe apertureis not locatedexactly at the lens
position,and/orby adifferencein theamountlight producedby thetwo diodes.Eachpeak
shows a rise time between1 and2 ns, andan exponentialdecay, probablyfollowing the
discharge currentof the diode. The distribution �������6� of eachpeakof time differences�����?� {S� � } in figure2b hasthesametemporalpatternasthedischargecurrentshown in
figure2a.

We modeleda higherresolutionhistogramof thefirst peakof �������6� by a convolution
of anexponentialdecaywith a timeconstant� anda Gaussiandistributionwith a variance� . Usingthemodelfunction

�����g�6�
�d���i�����6���(�A�D���2�"���k�%���������< u�¢¡ }"£  "¤¥� ¦
where �i�<�6� is a stepfunction,we obtainfit valuesof �§�©¨&ª¬«KH® � ª � « nsand � � � ª¬«K¨H®� ª �A¯ ns.Theactualshapeof this distribution is determinedby thedischargenetwork.

Integrationover the pair distribution from � {H� � } �°¨ � ns to 62 ns leadsto a rateof±�² �t³o´Qª ³®�µg¶ � { for photoeventsof detector
z`}

inducedby breakdown eventsof
z[{

;
theaccidentalcountratefor thattimewindow,±�· ²¥² �?¸ { ¸ } �.³¹¨»ºU¶¼� � ª � ´Uµ�¶ � {
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Figure4: Setupfor measuringthebreakdown flashspectrum.Light emittedform a diode½[¾
is collimatedthrougha lens ¿ ¾ with a focal lengthof ÀÂÁlÃ(ÄKÅ mm,dispersedthrough

a diffraction grating Æ anddetectedafter a fold mirror Ç with a secondsinglephoton
countingAPD

½`È
afteracollimationlens ¿ È . Thespectrumbecomesvisiblein coincidence

eventsbetweenthetwo detectors
½[¾

and
½`È

.

is negligible. With the breakdown rate É ¾ of
½[¾

and the capturedsolid angle ÊSË , and
assumingisotropicemissionof thefluorescencelight, we obtaina differentialbreakdown
emissionintensityof Ì�ÍwÎÌ Ê Á Í�Ï"Ð É ¾Ê Ë Á?ÑAÒÓQÔQÕAÖuÕ�×UØ Ð Ø6Ù
for eachdetectedbreakdownof thediode

½[¾
. Fromasimilarmeasurementwith anaperture

diameterof 5 mm, we founda valueof
ÌAÍwÎwÐ�Ì ÊMÁÛÚ�Ñ photons/sr. Within theaccuracy of

thealignmentof thephotodetectorsandtheassumptionof isotropy of emission,thesetwo
valuesarecompatible.However, thesevaluesdo not containa detectionefficiency Ü yet.
Becausethisdetectionefficiency varieswith thewavelength(andhasamaximumof ÝMÄAÄ�Þ
at ßàÝâáoãKÅ nm[14]), an estimateof total ratecanonly be givenwith a knowledgeof the
spectraldistribution.

4 Spectral distribution of the breakdown emission

In order to evaluatepossiblecountermeasuresin experimentssensitive to the breakdown
light emissionof an APD, we measuredthe spectraldistribution of that light. Therefore,
we usedagaina setupof two singlephotoncountingAPDs looking at eachother, where
we inserteda reflectiongratingasa tunablefilter in theopticalpathasshown in figure4.
The active areaof the diodeunderinvestigation,

½[¾
, wasplacedin the focal planeof a

lens ¿ ¾ ( ÀlÁäÃ(ÄAÅ mm) to collimate the light emittedin a diode breakdown. The first
diffraction orderof a blazedgrating (1200 lines/mm)was focusedwith anotherlens ¿ È
onto the secondAPD,

½iÈ
, actingasa photondetector. At a wavelengthof 632 nm, we

therebyobtaina wavelengthresolutionof approximately3.3 nm FWHM; we adjustedthe
transmittedwavelengthby turningthegrating.

Again,weidentify photonsfrom thebreakdownflashin
½[¾

by lookingfor coincidences
of detectoreventsin

½ ¾
and

½ È
. Wehavechosenacoincidencetimewindow of å Ï ÁOæ�Å ns

afterabreakdownof
½ ¾

. In theexperiment,werecordedthenumberof coincidenceevents,ç Ï(è ß�é , andevents
ç ¾ è ß�é.ê ç È è ß�é of the individual detectorsfor an integrationtime ë . To

obtainacceptablesignal levels, we exposeddetector
½ ¾

to a raisedlevel of background
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Figure5: Normalizedbreakdown flashspectrumof thesilicon avalanchephotodiode.The
emissionis peakedaround850nm. Thecurve shown is obtainedby subtractingtheacci-
dentalcoincidenceratefrom theraw measuredcoincidencesandsubsequentnormalization
to thecountrateof theemittingdiode.

light, causingbreakdown ratesof ìií�îeï?ð©ñeòKóAó�ó»ô¢ô�ô6õKóAó�óAó»ö¢÷ í . Thecorrespondingcount
rate ìgøeîeï of detectorù`ø wasin the rangeof úAóAóAóHô¢ô¢ôüû�óAó�ó+ö.÷ í . The numberof coinci-
denceeventsvariedform 300to 1100countsover therecordingperiode.

Wecorrectfor accidentalcoincidencesandfluctuationsin thebreakdown ratesof APDù[í , andobtaina normalizedspectraldistribution ý�þ�ÿ�� from our experimentaldatausing
theexpression: ý�þ�ÿ������ ì��(þ�ÿ��	� ì í þ�ÿ���
�ì ø þ�ÿ���
����îeïì`í�þ�ÿ��
The spectrumobtainedafter an integration time of ï��äúKó secper point is shown in
figure5, usinga normalizationconstantof ���Ûñ�ó�� .

Onecanidentify aspectralemissionrangingfrom 700nmto 1000nm,with amaximum
at 860nm, two sharpedgesat 872nm and913nm, respectively, andtwo weaker maxima
at 900nm and980nm, respectively. This structureis a productof theemissionspectrum
of the breakdown light, the transferfunction of our spectrometersetupand the spectral
sensitivity for photodetectionof thesecondavalanchediode ù`ø . While thetransmissionof
thespectrometeris reasonablyflat overtheinvestigatedregion,themaindeviationbetween
themeasuredandtheemittedspectrumcanbeattributedto thewavelengthdependency of
the quantumefficiency �;þ�ÿ�� of detectorù ø , which, accordingto the manufacturer, hasa
smoothdrop-off from 70%to 8% in therangeof ÿ����AóAó to 1000nm[14]. However, the
key structuresof thespectrumobtainedarenot anartefactof thedetectionefficiency, and
arecharacteristicto thegenerationprocessof theemittedlight.

5 Impact of photoemission on a quantum cryptography
system

In ourexperiments,wetriedtoquantifythephotoemissiononbreakdownof siliconavalanche
photodiodesin Geigermode.This photoemissionmayallow a possibleeavesdropperin a
quantumcryptographyapplicationto gain informationof the outcomeof a measurement
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Figure6: Possibleeavesdroppingattackto quantumcryptographysystem.A singlephoton
carryinginformationonphaseor polarizationis sentfromAlice to Bobwithoutinterception
by Eve. However, Eve couldhave accessto the photonsemittedby Bob upondetection,
andgaintiming and/orpolarizationinformationof thedetectedphoton.

simply by looking at this photoemission,assketchedin figure 6. It thereforehasto be
ensuredthat theamountof light leakingbackto a possibleeavesdropperis small in order
to limit its knowledgeon theoutcomeof thesingleparticlemeasurementby Bob.

To minimize the amountof light generatedin the first place,the capacity ��� should
bereducedto a minimum. This technique,however, quickly reachesa limit with currently
availablephotodiodepackages.

Anothermeasureto reducetheemittedlight wouldbetheuseof opticalfilters,blocking
thespectralrangeof 700-1000mnin whichphotoemissionoccurs.However, thistechnique
is restrictedto caseswherethe wavelengthof the transmittedlight is outsidethat range.
This is thecasewith recentlydevelopeddiamond-basedsinglephotonsources[9], or using
shorterwavelengthlaserdiodeemission[15]. For systemsusinglaserdiodesaround850nm
exploringanabsorptionminimumin opticalfibers[16], thistechniquewouldrequirenarrow
bandinterferencefilters aroundtheemissionwavelengthof thediodes.Then,thepossible
leakageof informationto aneavesdroppercanbemadenegligibly small,too.

Additionally, spatialfiltering maybeusedto block light propagatingbackthequantum
channel.Assumingthatthephotoemissionlight is emittedwithoutspatialcoherenceacross
thephotodetectionsurface,andthat light to bedetectedis comingout of a singlespatial
modefrom anopticalfiberor anequivalentspatialmodefilter in a freespacearrangement,
theback-propagatinglight is reduced.

To estimatethe fraction of light coupledback,we first considerthe breakdown flash
brilliance (i.e., the numberof photonsemittedper surfaceareaandsolid angle)for each
photondetectionevent.Fromour measurements,we find������� ��"!$# %&(' �*) # %�+-,/.103234657468�997: #<;>= ? @
where

&A'
is the sensitive areaof the photodiode.The numberof photonsBDC collected

from suchanincoherentsourceinto asinglespatialmode,characterizede.g.by aGaussian
beamwaist E1F andacorrespondingdivergenceG ' , is givenby:

B C �H� # IJCLK FNM , ? C7O7P7Q>OR S � S # J?LT M , ?LU OVP U OW �"!YX � # E ?F6Z ?'\[ ?] �H� #�^ ?]
Integratingoverawavelengthrangefrom 700nmto 1050nm,weobtainanumericalvalue
of B�C �H_a` b # %�+ ,�c photonscoupledinto thesinglespatialmodeof thequantumchannelfor
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adetectionevent.Thisvalueis independentof thedetailedstructureof thecouplingoptics
aslongasreciprocalopticalelementsareused.It is alsoonly a lower limit obtainablewith
asimilarphotodetector, sincewehavenot takeninto accountthequantumefficiency of the
photodetector.

To correctfor thequantumefficiency andto estimatetherealnumberof photonscou-
pled backinto the quantumchannel,we usethe measuredspectraldistribution d�egf�h and
a detectionefficiency i>egf�h (i.e., theproductof photoelectrongenerationprobabilitygiven
by themanufacturerandthephotoelectrondetectionefficiency of .55at20 V abovebreak-
down) obtainedfrom the manufacturer. Then,we numericallyderive a correctionfactor
givenby theexpression: jlknm d�eof�hi/eof�h�p f q m d�eof�h p f
For awavelengthrangefrom 700nmto 1050nm,we obtainanumericalvalueof

j�rHs3tvu
.

With this factor, we endup with a correctednumericalvalueof w�xzyV{L{{
k|j w {

k~}�t s\�}��3���
photonscoupledbackinto thesinglespatialmodeof aquantumchannel.

6 Summary

To summarize,we quantifiedthephotoemissionbehavior of a siliconavalanchediodedur-
ing a breakdown, suchas inducedby a detectionevent of a singlephoton,we found an
emissionspectrumrangingfrom 700nmto 1000nm,andestimatedthepossibleleakof in-
formationto a possibleeavesdropperdueto this effect. Whereasthis emissionmight have
to beconsideredfor singleatomandmoleculespectroscopy, in quantumcryptographythe
backdoorfor aneavesdroppercanbeclosedby takingsomecarewith spectralandspatial
modefiltering. It remainsto beinvestigatedif photodiodesusedfor quantumcryptography
systems[17] in the telecomwavelengthrange(1300nm and1550nm) which areusually
basedon InGaAsor Ge,show a similar effect. With InGaAsbeinga directsemiconductor,
onecouldexpectit to bemorelikely for chargecarriersto undergoradiativerecombinations
thanin siliconor germanium,thusshowing a strongerbreakdown flash.
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